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Incidents/Articles of Note:

* Scope of Russian Hacking Becomes Clear: Multiple U.S. Agencies Were Hit

e CISA experts propose ‘311’ cybersecurity emergency call line for small
businesses

* Ransomware attacks: This is the data that cyber criminals really want to steal

o DOE Announces $12 Million to Enhance Cybersecurity of America's Energy
Systems

e Since 2004, the average American has had at least 7 data breaches

* Massive Facebook Messenger phishing operation generates millions

e Over 3.6 million MySQL servers found exposed on the Internet

¢ New Windows 11 privacy feature lists apps that used your microphone,
camera
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Let’s go phishing! Email
security trends to keep up
with in 2022

Although it's good to stay optimistic for
2022, it’s difficult to deny that the main
challenges the world has been facing
since the beginning of the pandemic are
still among us. Cybersecurity continues
to be one of the key global targets for
criminals in a world where an ever-
increasing percentage of the workforce
is shifting to working from home (WFH),
leaving organizations more vulnerable
than ever to a wide array of threats.
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CISA Cybersecurity
Workforce Training Guide

The Cybersecurity and Infrastructure
Security Agency (CISA) developed this
Guide to help prospective and current
cyber professionals understand how to
chart a prosperous career path. As a
cybersecurity professional, you are at
the forefront of CISA's mission to
mitigate risks to our Nation’s critical
infrastructure. You play a crucial role in
securing cyber space and critical
infrastructure — from information
technology and government facilities to
emergency services and healthcare —
that form the backbone of our
communities. To put this mission into
practice, you must keep your skills
sharp, so you're ready to tackle any
new challenge.

Observe Suspicious
Activity?
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Not a VFC Shield Member?

Virginia Shield Coalition

"Awareness Through Information Sharing"
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to
improve public safety and reduce the probability of becoming a victim of a crime.
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